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1 Introduction

The RFID-AP project is concerned with issues of authentication and privacy
in the deployment of RFID tag-based applications. The security challenges in
an RFID tag deployment are by now well-known, and the field of lightweight
cryptography has developed massively in the last few years. To be clear on
the scope of our work, we intentionally fix our focus to the low-cost framework
defined by the EPCglobal standard.

In this report, we provide a detailed survey of the latest developments in
lightweight cryptography, and the report falls into three different parts.

For the first part, we consider the technical background to lightweight cryp-
tography. RFID tags are intended to be deployed widely and so they must be
cheap. However, adding authentication or privacy solutions to RFID tags and/or
readers consumes resources and this will increase the cost. The typical measure
of space is the gate equivalent, the space on silicon that is occupied by a boolean
NAND2 gate, and some early estimates in the literature suggested that no more
than 2 000 GE are available for security in low-cost RFID tags [70]. One goal of
this report is to revisit this issue, and to make some detailed, contemporary esti-
mates. Parts of the cost equation for an RFID tag deployment are non-technical
and will depend on the application and the performance required for the different
components. However a significant portion of the difficulties are due to purely
technical issues, and it is on these factors that we will concentrate in this report.
Thus, we will consider resources available to an EPCglobal system from the
viewpoint of the available power; this is the over-riding technical limitation in
passive RFID tags and after considering the analogue components, the memory,
and the essential digital components, whatever power is left is available for
additional luxuries such as security features.

The second part of the report focuses on the cryptography, and in particular
on the cryptographic primitives. We survey the different advances in the field,
and provide the latest information on some of the more promising developments
in the field. In the third part we will consider how cryptographic primitives might
be used and, in particular, we consider protocols for privacy and authentication
that use cryptographic primitives. By looking at cryptographic progress in
the second part, and by looking at the technical limits in the first part of the
report, we can then assess whether any of the protocols that are proposed in
the literature can really offer a contemporary viable solution to the problem of
adding security measures to RFID tags.

2 Components and Costs of RFID Tags

An RFID tag consists of several components, each of which occupy some physical
space and consume some power. A simple illustration is given in Figure 1 while
a more complex version that will be needed for the power arguments is given in
Figure 2. Since RFID tags are limited in their size and the amount of power that
can be delivered by a reader, it is important to understand the limitations that
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Figure 1: The general layout of an RFID tag.

these different components have on the overall design. It is, however, a difficult
task to share out that part of the consumption that pertains the analog circuit,
the digital circuit, and also the memory (particularly if EEPROM is used).

We use the available power budget as the basis for our estimates for the
amount of space available on an RFID tag. The reason for this is that the
maximum power that is available at a certain distance is, effectively, fixed. This
gives us the maximum amount of power available to the tag and if we subtract the
power consumed by the essential functional elements of the tags, then we arrive
at the amount of excess power that might be available for added functionality.
This can be converted into a number of logical gates for different manufacturing
technologies.

2.1 The power budget

The power delivered by an RFID reader will depend on features of the reader
such as its antenna characteristics, but also on the reading distance. While our
focus is on EPCglobal applications and hence on UHF communications, it is
illustrative to consider both the HF band, where antennas are inductive and
absorb a magnetic flux, and the UHF band, where antennas are capacitive and
absorb an electric field.

2.1.1 The HF band

In Europe electromagnetic emissions are regulated by the ETSI organization.
For the HF (13.56 MHz) band, the power limits depend on EN 300-330 where a
maximum magnetic field of 60 dB�A/m at 10 meters is specified. This value
implies a strong magnetic field near the reader. Indeed, the magnetic field H(d)
generated at the distance d by a coil antenna of radius R with a circulating
current I and N turns is given by the well-known Biot and Savart law:

H(d) =
N × I

2
×

R2

2(R2 + d2)
3

2

.
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Figure 2: The electrical components of an RFID tag.

As an example, the legal threshold is reached with a current of 50 A in a classic
antenna with a diameter of 40 cm and only 1 turn. However such a configuration
is not practical and a tag closer than 50 cm to the reader would burn! In
fact, tags are not designed to withstand more than 7.5 A/m, and so it is very
misleading to look at the reader-side alone when considering the power that a
reader can supply to a tag.

Instead we have to consider the tag, and a more restrictive parameter is given
in the standards for so-called vicinity cards such as ISO 15693 and ISO 18000-3
which require that a card should still work with a 0.15 A/m magnetic field. The
performance of the tag depends on a variety of factors:

∙ its coil with inductance L, turn section S, and resistance r,

∙ its load RIC,

∙ its capacitance CIC, adapted to be resonant with the inductance,

∙ the quality factor Q0 = L!
r of the antenna, and

∙ the quality factor QIC = L!
RIC

of the tag.

With such information, we can calculate the power supplied to the tag PIC by
the reader using the following complicated expression:

PIC =

(

�0S
2

L

)

×QIC ×

(

1 +
QIC

Q0

)

−2

× !�0H
2.

Using some typical values, such as a quality factor of 30 for a tag antenna and
noting that a well-adapted tag would have QIC ≈ Q0, we can see that the power
delivered to the tag under a 0.15 A/m magnetic field can be estimated to be
about 2 mW. Such a magnetic field is delivered by a reader at a distance of 80
cm (with a 1 A current and a 40 cm diameter antenna, which are typical values).
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Figure 3: The power (W ) supplied to an HF tag as a function of the distance
(m) from the reader for two different antenna.

This estimate of 2 mW should be taken with some care since this does not mean
that a tag will not be designed to function with less than 2 mW. If it can work
with less power, it will work at a greater range.

To have an idea of the power available at a certain distance, we can consider
the behavior of two antennas, one with R set to 0.4 m and the other with R set
to 0.8m, and use the Biot and Savart law to obtain the results in Figure 3. Such
a figure enables us to determine the power budget for a given maximum reading
distance. This graph can be compared to the performances of some commercial
products such as the NXP I CODE and Texas Instrument Tag-It which have
power goals of 200 and 350 �W respectively with a range of a couple of metres.
Generally speaking this matches the estimates in Figure 3 and can be taken as
reference.

2.1.2 The UHF band

The UHF band (867 MHz in Europe) is also regulated by the ETSI organisation
and the reader cannot emit more than 2 W. Using this figure for the maximum
power emission of a reader, we can compute the power supplied to the tag P (d)
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Figure 4: The power (W ) supplied to a UHF tag depending on the distance
from the reader (m).

at a distance d by means of Friis’ formula :

P (d) = Pbs×Gbs×

(

�

4�d

)2

×Gantt

where Pbs is the power emitted by the reader through its antenna with gain Gbs
and where Gantt is the gain of the tag antenna. Typical values are Gbs=1.64
for a dipole antenna and Figure 4 illustrates the behaviour of this power with
the distance.

We notice that UHF can be more efficient than HF tag in terms of read-range
since the decrease of the power supplied by the electric field follows a r−2 law
whereas the power supplied by a magnetic field follows a r−3 law. This is reflected
in the commercial products NXP U CODE and Texas Instruments RI tag where,
indeed, UHF tags generally require less power (around 100�W ) and can be read
at a greater distance than HF tags, around six to eight metres.

2.2 Analog components

The analog part consists of different functions, all of which are required for the
basic functioning of the chip on the tag. These are essential components and
cannot be avoided.
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The resonant capacitor.

This capacitor is used to tune the antenna inductance to the resonance to
improve the energy transfer from the reader to the tag. This capacitance
can be high in the HF band from 30 to 100 pF. It has the drawback of
generating losses of power but also of taking a lot of space on the circuit
surface since a capacitor requires 5fF/�m2 in a 130 nm process. Thus,
a capacitor in this process takes the surface of 0.1mm2 for a chip that is
generally smaller than 1mm2.

In UHF band, this problem is less crucial since the resonance is not
necessary. Nevertheless, an adaptation of impedance is often required in
the circuit but it is assured by a specific design of the antenna. This fact
explains, partially, why UHF tag chips are smaller than HF tag chips.

The rectifier, the charge pump, the voltage regulator.

All three components consume power. The rectifier rectifies the sinusoidal
signal received by the antenna to give a constant voltage after filtering.
This is an important part of the power consumption of the chip since
filtering the harmonics of the rectified signal generates a loss of around 20%
of the supplied current [49]. The charge pump that increase the voltage
to feed the chip also generates source of loss due to current leakage in the
diodes. Finally, the voltage regulator assures a constant voltage to feed
the digital part no matter what magnetic field is emitted by the reader
(within a certain range of course). This part also requires some filtering of
the signal and so, as a consequence, wastes power.

The restoring of clock or the ring oscillator.

For HF tags, the clock that sets the digital sequencer is retrieved from the
carrier of the signal that is sent by the reader. This circuit often requires
an amplification of the carrier, but avoids the need to generate a clock
from scratch. For UHF tags, however, the clock has to be built and while
a PLL can be used, it is more efficient to generate the clock with a ring
oscillator. The typical clocking frequency is around 100 KHz [117, 65].

The demodulator and the modulator.

The modulator modulates the load at the two terminals of the antenna. It
will inevitably create a loss in the available power. Demodulation relies
on the conventional approaches that involve peak and envelope detection
together with some digital component implemented in logic.

On typical chips [49, 54, 62, 65, 117, 123], the analog and the digital part
typically share roughly the same surface area of the die. Since power consumption
is roughly proportional to the surface area, we might estimate that the power
consumption of the chip can be divided in two equal contributions for the analog
and digital parts. This is a rough approximation, but it suffices to remind us
that not only the logic gates require power but also the analog elements.
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2.3 Memory

A simple EPC tag only requires 128 bits of memory; 96 bits are used for the
EPC code itself, the UID, while 32 bits are used for the kill password. This
read-only memory will be fixed during the manufacturing process with a laser.
Any memory that is required to enable the sequencer to monitor the data is
designed with logical gates such as flip-flop registers. There may well be some
applications that require read/write memory. If so, then EEPROM memory is
mandatory, but this means that the manufacturing process is more expensive
and considerably more power is required when writing to EEPROM [65].

2.4 Digital components

Even the most basic tag, the EPC tag, requires several digital components. The
sequencer, interpreting the reader commands, building the answer, managing
the anti-collision mechanism, and driving memory all rely on logical gates. This
is all before we even begin to consider any additional luxuries such as security.

If we use the NAND2 gate as the typical unit of measurement, then the kind
of digital components found on a basic RFID tag might occupy a space of up
to 10,000 GE [49]. To estimate the number of gates that might be available to
serve the digital components, we not only have to assess the available power but
also understand the available energy during one clock cycle. This energy can be
written with this following formula;

Eclock =
P(d)

fclock

where fclock is the frequency of the clock of the digital part and P(d) is the power
supplied by the reader at the distance d (see Section 2.1). If we know the energy
Ege of the NAND2 gate then we can estimate the number of gates used by the
digital part;

Ngates =
Eclock

Ege
=

P(d)

fclock × Ege
.

The energy Ege can in turn be easily calculated by knowing the capacitance C
of its CMOS transistors gates (there are four transistors per logical gate) and its
supplied voltage V ;

Ege =
CV 2

2
.

The values of C and V are dependent on the manufacturing process, and Table 1
give some values for some of the more common processes.

All the parameters for the equations are now known except the frequency of
the clock. And here we need to choose our approach. By choosing a low clocking
frequency we consume less energy and so, for the same fixed tag costs, our power
budget allows us to support more gates. However, at the same time, higher-level
protocol features might impose timing restrictions and so if we wish to add some
processing, such as adding some cryptographic functionality, then there might

9
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Process (�m) Voltage (V) Capacitance (fF) Energy Ege (fWs)
0.35 3.3 7.7 42
0.25 2.5 9.3 29
0.18 1.8 4.3 8
0.13 1.2 3.0 2

Table 1: Energy consumption Ege for a NAND2 gate for different processing
technologies.

100 KHz 1 MHz
Process (�m) 100 �W 15 �W 4 �W 100 �W 15 �W 4 �W

0.35 23,800 3,580 960 2,380 358 96
0.25 34,480 5,180 1,380 3,448 518 138
0.18 125,000 18,760 5,000 12,500 1,876 500
0.13 500,000 75,000 20,000 50,000 7,500 2,000

Table 2: The area available to digital components Ngates for different manufac-
turing processes, power budgets, and clocking frequencies. Typical passive RFID
systems are clocked at 100 KHz and assumed to have around 15 �W of power
available for added functionality.

not be the physical time to do so. To avoid this, we would need to increase the
clocking frequence which, in turn, impacts our silicon budget.

We will consider this issue more in Section 2.6. Here however we will consider
the typical clocking frequency of 100 KHz for EPC tags, as outlined in Section 2.2,
as well as a higher clocking frequency of 1 MHz to illustrate its impact. In
Table 2 we give an estimate for the number of gates that are available for different
power budgets and different processes. Note that the 100 �W refers to the power
arriving at the tag and most of this is consumed by all the essential analog and
digital components. The power that is left is often assumed to be around 15
�W or even as low as 4 �W [37], and figures for these possibilities are given in
Table 2. The values obtained are, inevitably, crude and the result of multiple
approximations. They should therefore be taken with care. However the figures
derived in this way do match other estimates in the field but, more importantly,
they have been derived from purely technical and not economic arguments. We
will now turn to some of the economic factors.

2.5 Manufacturing costs

In academic papers one often sees the target cost of an RFID tag being quoted
as being around 10 dollar cents or even 5 dollar cents. However, this does not
match current market realities with prices for EPCglobal tags being around
30–40 dollar cents for a large quantity. Some of the factors that influence the
cost, and which are unlikely to go away in the short term, are considered below.

10
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Silicon surface.

For a given process, the cost of a chip is proportional to the used surface
of silicon. However, RFID tags are so small, for instance 300 nm × 300
nm for the Hitachi �chip [117], that elements that are generally considered
insignificant become significant; even the lines of the saw and the surface of
the pads for the antenna or testing have to be taken into account. Moreover,
roughly half the active surface consists of analog electronics. This means
that the impact of an increase in the number of logical gates is somewhat
reduced. Thus adding 2000 or 3000 logical gates might well not raise the
tag price significantly. And since the surface of the analog part is unlikely
to shrink in the same way that the digital part will, see Section 6, then
the incremental cost of adding more logical gates can be expected to fall
over time.

Design costs.

The introduction of cryptographic functionality, be it an algorithm or a
protocol, will involve considerable design costs; developing the VHDL code
and optimising the layout is expert work. Further, products providing
security functionality are likely to require security certification, which
avoids errors and provides reassurance to the customer, but increases the
cost and the duration of the design and manufacturing cycle.

Inlay and packaging.

The price of a tag cannot be reduced beyond the price of the chip. But as
well as the silicon area and design costs, a tag needs to be put together.
As a result, the cost of the inlay needs be taken into account. The inlay
consists of the antenna and its substrate as well as the packaging and
integration of the necessary components. Generally this is a flip-chip
process, though particularly small tags might need an innovative process
such as the Hitachi �chip [117] or that used in Alien FSA technology [1].
Currently, screen printing or ink jet printing technologies would allow a
reduction in price, perhaps to around 6 dollar cents for a UHF inlay [113].
But unfortunately this technology doesn’t currently yield compact designs.

2.6 Time cost

To make our estimates on the space available on-the-tag, we assumed a clocking
frequency of 100 KHz. This is a typical value. However, it imposes some severe
constraints if we wish to add some additional functionality to the tag.

To see this, consider the EPCglobal standard which requires that a tag
respond to a reader command, a query for example, within 73.1�s. At 100 KHz
this corresponds to less than 10 clock cycles. There is not a lot that can be done
in 10 clock cycles. For instance, depending on the implementation, see Table 3,
DES will require much longer than that, as will Triple-DES [93]. To match our
time constraint, a clock cycle should be smaller than 73.1�s/54 = 1.35�s which
corresponds to a frequency of 738 KHz. Of course, other algorithms are faster,
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for instance present requires 32 cycles and which corresponds to a frequency
of 437 KHz. However, it is clear that the time constraint is important and if
we want to add cryptographic functionality then this can impact the clocking
frequency. In order to support additional algorithms, a frequency of 500 KHz or
1 MHz might be required, with the impacts that this would have on the power
and space available.

The other option is to either (i) change the communication protocol or (ii)
introduce some higher-level mechanism, as is proposed in [35], to share out the
burden of a cryptographic computation across numerous communication slots.

2.7 Cost summary

The conclusion of our study in this first part of the report is somewhat mixed.
When using older manufacturing processes, as is done now for RFID tags, then
there is unlikely to be sufficient power budget available to do much, if any,
cryptographic processing. For current generation RFID tags this means that no
matter how much money one has available to make a larger chip, there won’t be
the power to run the additional functionality.

On the other hand, we can see that the situation changes rapidly as we move
to smaller manufacturing processes and the power budget works in our favour.
Thus, tags that are manufactured with more recent technologies shouldn’t be
limited purely by the available power and, instead, the limits to the amount of
space on an RFID tag in the future are likely to be purely economical.

3 Overview of Cryptography Primitives

There are numerous sources for a basic overview of cryptographic primitives;
among the best is the Handbook of Applied Cryptography [87]. In this report
our focus is on the hardware costs of implementing cryptography, and so we
will tend to avoid the detailed theoretical descriptions of these primitives and,
instead, provide a brief description along with their performance characteristics.

As a starting point, it is typical to divide the class of cryptographic primitives
according to how they use key material. When using symmetric cryptography,
the participants in a cryptographic exchange share the same key material. In
some cases, for instance when using a hash function, there is no key material and
this situation is typically considered within the same symmetric classification.

3.1 Symmetric primitive: The block cipher

These are perhaps the most important building blocks since a good block cipher
can be used to build all the other symmetric primitives. At the same time, our
understand of how to design block ciphers is reasonably advanced. A block
cipher encrypts a b-bit block of data under the action of a k-bit secret key, and
as such it instantiates a family of permutations that are indexed by the key.
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Table 3: The implementation results for a variety of hardware-oriented block
ciphers. The throughput is measured when clocked at a typical RFID tag
frequency of 100KHz.

Key Block Cycles / Through. Logic Area
size size block (Kbps) �m GE

present-80 [108] 80 64 563 11.4 0.18 1,075
present-80 [15] 80 64 32 200 0.18 1,570
present-128 [15] 128 64 32 200 0.18 1,886
AES-128 [35] 128 128 1032 12.4 0.35 3,400
HIGHT [63] 128 64 1 6400 0.25 3,048
mCrypton [82] 96 64 13 492.3 0.13 2,681
Camellia [3] 128 128 20 640 0.35 11,350
DES [73] 56 64 144 44.4 0.18 2,309
DESXL [73] 184 64 144 44.4 0.18 2,168
TEA [125] 128 64 64 100 0.18 2,355

There have been considerable advances in the design and implementation of
block ciphers in recent years, and some of the results are presented in Table 3
which is reproduced from [105]. As can be seen, the most promising current
proposal is the block cipher present, and so with this in mind we provide some
additional details on the design of this cipher.

3.1.1 A detailed example: present

The block cipher present was designed during a joint research project between
Technical University Denmark, Ruhr-University Bochum and France Télécom
R&D. The cipher was designed from scratch to be efficient to implement in
hardware, and has numerous regularities and design features that help in this
respect. The block length is 64 bits and while two key lengths of 80 and 128
bits are supported, only the 80-bit version is expected to be used for low-cost
applications. Each of the 31 rounds of the cipher consists of an xor operation to
introduce a round key, a linear bitwise permutation and a non-linear substitution
layer. The non-linear layer uses a single 4-bit S-box S which is applied 16 times
in parallel in each round. The action of this box in hexadecimal notation is given
by the following table.

x 0 1 2 3 4 5 6 7

S[x] C 5 6 B 9 0 A D

x 8 9 A B C D E F

S[x] 3 E F 8 4 7 1 2

Using a bit permutation for the linear mixing is very advantageous for hardware
implementation and the one used in present is very regular.
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Figure 5: . Three rounds of present illustrating the role of the S-boxes and the
bitwise permutation.

The key schedule for present is very lightweight, and more details about
this along with all the design criteria and justifications, can be found in the
original paper [15]. present has now been implemented and synthesized in
several ways, and a variety of trade-offs exist. It’s often interesting to look closely
at the implementation and to identify the bulk of the hardware cost.

14
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module GE %

data state 384.39 24.48
s-layer 448.45 28.57
p-layer 0 0
counter: state 28.36 1.81
counter: combinatorial 12.35 0.79
other 3.67 0.23
sub-total 877.22 55.88

KS: key state 480.49 30.61
KS: S-box 28.03 1.79
KS: Rotation 0 0
KS: counter-XOR 13.35 0.85
key-XOR 170.84 10.88
sub-total 692.71 44.12

total 1569.93 100

As can be seen, the bulk of the area is occupied by flipflops for storing the key
and the data state, followed by the S-layer and adding the key. While the main
goal is often a small hardware footprint, power-optimized implementations exist
and for around 1,625 GE the power consumption is only 3.3�W.

3.2 Symmetric primitive: The stream cipher

Just as in the field of block ciphers, there have been considerable recent advances
in the design of stream ciphers. In contrast to block ciphers, the field of stream
ciphers is very fragmented and the design of stream ciphers is acknowledged to
be challenging.

The difficulty of designing a secure stream cipher is, to a great extent, a
function of the way it operates. As well as a key the cipher typically uses an
initialisation value. Thus the cipher can be repeatedly initialised with different
IVs that are known to an attacker while the secret key remains unchanged. Also,
the key and IV are typically used to initialise the state of the stream cipher,
and after this time the state evolves without any influence from the secret key.
These are very special attributes to a cipher and it is not surprising that they
lead to very special design demands.

The eSTREAM project was part of the ECRYPT Network of Excellence,
and the project ended in April 2008 with the publication of a range of promising
new stream cipher proposals. In particular, three portfolio ciphers are intended
for hardware efficient implementation, and, when looking beyond the space
requirements, we find that these algorithms are particularly amenable to low-cost
hardware implementation. Here we focus on Grain v1.0 which offers very good
implementation flexibility [53] including some low-power implementations [34].
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Figure 6: . An overview of the stream cipher Grain v1.0.

3.2.1 A detailed example: Grain v1.0.

Grain v1.0 consists of two feedback shift registers, one of which uses linear
feedback while the other uses non-linear feedback. Grain v1.0 offers 80-bit
security, though there is a variant—Grain-128 [58]— that offers 128-bit security
as the name implies. A schematic overview of Grain v1.0 is given in Figure 6.

Each register is 80 bits in length and the linear feedback f(x) and the
non-linear feedback g(x) are defined as follows;

f(x) = 1 + x18 + x29 + x42 + x57 + x67 + x80

g(x) = 1 + x18 + x20 + x28 + x35 + x43 + x47 + x52 + x59 + x66 ++x71 +

x80 + x17x20 + x43x47 + x65x71 + x20x28x35 + x47x52x59 +

x17x35x52x71 + x20x28x43x47 + x17x20x59x65 + x17x20x28x35x43 +

x47x52x59x65x71 + x28x35x43x47x52x59.

The comining function ℎ(x) is a boolean function that takes five input bits from
the two registers, namely positions 3, 25, 46, and 64 from the linear feedback
shift register and position 63 from the non-linear register. It has been carefully
chosen to provide particular cryptographic properties, more details can be found
in [59, 57], and has the form;

ℎ(x) = c1 + c4 + c0c3 + c2c3 + c3c4 + c0c1c2 + c0c2c3 + c0c2c4 + c1c2c4 + c2c3c4

where the variables c0, c1, c2, c3 and c4 correspond to the five tap positions
given above.

The hardware performance of Grain v1.0 has been studied closely in a variety
of papers. One particularly nice feature is the wide-ranging performance profile.
In [53], for instance, it is shown that implementations oriented towards RFID
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Table 4: An overview of the performance of some current hash functions ordered
by the size of the output. The throughput is estimated at a clocking frequency
of 100 KHz.

Hash Cycles / Through. Efficiency Logic Area
size block (Kbps) (bps/GE) �m GE

MD4 [36] 128 456 112.28 15.2 0.13 7,350
MD5 [36] 128 612 83.66 10.0 0.13 8,400
SHA-1 [97] 160 344 148.81 26.9 0.13 5,527
SHA-1 [97] 160 344 148.81 24.3 0.18 6,122
SHA-1 [36] 160 1,274 40.18 5.0 0.35 8,120
SHA-256 [36] 256 1,128 45.39 4.2 0.35 10,868
MAME [124] 256 96 266.67 32.9 0.18 8,100

tags, where reduced space is the driving metric, offer implementations requiring
around 1,200 GE. Figures in [34] are derived from implementations that strive
to minimize energy consumption; here the size might increase to 3,360 GE but
with an electric current of merely 0.80�A when clocked at 100 KHz.

3.3 Symmetric primitive: The hash function

Informally, a cryptographic hash function takes an input of variable size and
returns a hash value of fixed length while satisfying the properties of preimage
resistance, second preimage resistance, and collision resistance [87]. For a hash
function with n-bit output, compromising these should require 2n, 2n, and 2n/2

operations respectively. These properties make hash functions very appealing in
a range of protocols.

As we will see in Section 5.1, many new protocols for RFID applications
assume that a cryptographic hash function is used on the tag. However which
hash function might be used in practice is rarely identified and, in fact, current
hash functions are not at all suitable for constrained environments. They require
significant amounts of state and the operations in current dedicated designs are
not hardware friendly.

The design of a secure hash function is one of today’s significant cryptographic
problems. Rather than building a hash function from scratch, it is possible
to build one from a block cipher, and work in [16] described how to use the
compact block cipher present [15] as the basic building block. Work in that
paper gave the implementation of two trusted constructions, Davies-Meyer and
Hirose, that use present to give 64- and 128-bit outputs. The hardware costs
of these constructions are given in Table 5
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Table 5: The performance of different hash functions based on the direct appli-
cation of present. All designs used 0.18�m technology and the throughput is
estimated at a clocking frequency of 100 KHz.

Hash Cycles / Through. Efficiency Area
size block (Kbps) (bps/GE) GE

dm-present-80 64 33 242.42 109.5 2 213
dm-present-80 64 547 14.63 9.1 1 600
dm-present-128 64 33 387.88 153.3 2 530
dm-present-128 64 559 22.9 12.1 1 886
h-present-128 128 32 200 47 4 256
h-present-128 128 559 11.45 4.9 2 330

3.4 Symmetric primitive: The MAC

The message authentication code or MAC is a cryptographic checksum and it
has a wide variety of authentication applications. In the literature, MACs are
typically built out of a block cipher, e.g. CBC-MAC [94], or a hash function,
e.g. HMAC [95]. However, if we build a MAC from a hash function then we
inherit all the hardware disadvantages of a hash function. So instead it is likely
that we would build a MAC out of a low-cost block cipher.

There are dedicated designs for low-cost MACs. Many of these are proprietary
but some, such as squash are public and have been proposed for use in RFID
tags [112]. However in the case of squash its not clear how to choose the best
parameter sets so as to get good performance and security [104].

3.5 Asymmetric cryptography

Asymmetric, or public key, cryptography is built around the problems of mathe-
matical hard problems [87]. The most commonly used schemes, such as those that
depend on factorisation, discrete logarithms, or elliptic curve discrete logarithms
are unsuited to RFID tag deployment. Even the simplest components for the
schemes that are based on these problems will require many tens of thousands of
logical gates. However, as we will see in Section 5.2 there are some possibilities
to provide public-key functionality to RFID tags at a very low cost if we use the
technique of coupons.

4 Security of RFID Protocols

In order to capture the requirements on cryptographic protocols in proper security
definitions, one has to specify: (1) the goal of an adversary: in the case of an
RFID protocol this goal can typically consist in defeating the correctness, or the
security (by means of an impersonation attacks), or the privacy of the protocol.
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One thus has to build an adversary model for each desired security property;
such models are introduced for example in [118, 69], and (2) the resources of an
adversary, e.g. whether it is a passive or active or ”man-in-the-middle” adversary
or more generally which kind of actions it can initiate, how many times it can
interact with a target RFID tag and/or a legitimate reader, which amount of
computing resources it can use for the attack.

If we want to proof that a cryptographic protocol, e.g. an RFID identification
protocol, is secure under some of the above security definitions, we have to make
assumptions on the security of the underlying cryptographic primitive(s). In
other words, we have to relate the security of the protocol to the security of
the underlying primitive(s) by means of a security reduction. The primitive has
thus to satisfy some resistance in a certain security model. For example we want
hash functions to achieve pre-image resistance or collision resistance or we want
block ciphers to be indistinguishable for a random permutation under known
plaintext attacks. We use such assumptions to prove the security of the protocol.
This is why it makes sense to use known robust cryptographic primitives instead
of ad hoc toy ciphers built from scratch.

4.1 An example of a security model

We give an example of a detailed security model developed in [118]. This security
model is defined by first introducing the following types of actions.

∙ Create a legitimate or illegitimate tag.

∙ Make a set of tags available for acting on.

∙ Open a new protocol with the reader or some tags.

∙ Send messages to the reader or the tag and collect the answer.

∙ Access to the result of a protocol between the reader and a legitimate or
illegitimate tag.

∙ Corrupt a tag, i.e. open a tag to access its internal state.

Then we define the different classes of adversaries.

∙ Strong is the class of adversaries who have access to all oracles.

∙ Destructive is the class of adversaries who never act on a tag after corrupting
it.

∙ Forward is the class of adversaries who, after corrupting a tag, can only
continue corrupting tags.

∙ Weak is the class of adversaries who never corrupt tags.
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All these classes of adversaries define distinct embedded security classes as
follows: a protocol is said to resist a given adversary if the advantage of this
adversary is negligible as compared with an adversary who uses no action. Each
of these four classes can be split into two subclasses by introducing the subclasses
Narrow-Strong, Narrow-Destructive, Narrow-Forward, and Narrow-Weak, which
represent adversaries who never access acceptance or rejection results and we
can also prove that each of the two obtained groups of four subclasses forms
distinct embedded security classes. It can also be proven that some subclasses
cannot be reached, for example Destructive ∪ (Narrow ∩ Strong) = ∅.

4.2 Privacy properties

We recall here the different possible goals of a protocol in terms of security level
in an intuitive manner (formal definitions require a formal description of the
adversary model).

Anonymity

Anonymity is the minimum privacy level of an identification protocol, it
means that no adversary is able to derive the identity of the tag using the
information provided by the identification protocols in which the tag is
involved.

Unlinkability

Unlinkability means that given several executions of the protocol involving
at least two tags, no adversary is able to select two executions of the
protocol which are related to the same tag with a good probability.

Forward secrecy

Forward secrecy means that given several executions of the protocol in-
volving at least two tags and then, the internal state of one of these tags,
an attacker cannot find a past execution of the protocol which is related
to this tag with a good probability.

We recall here the obvious implications

Forward secrecy⇒ Unlinkability⇒ Anonymity

4.3 Authentication.

From a security point of view, in many applications the adversary does not need
to find the identity of a tag, it only needs to identify himself as a legitimate tag
or to impersonate a legitimate tag (this is called DoS attack i.e. denial of service
attack). An identification protocol allowing the reader to corroborate the identity
of the tag and to check that it is legitimate is called an authentication protocol.
Authentication can also be extended to mutual authentication where both parts
can trust each other. Of course it is possible to combine authentication with the
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previous privacy properties and some weaknesses with respect to one property
can affect the other, see for example the generic attack given in Section 5.1.1.

Theoretical analysis of the compatibility of privacy goals under different
classes of adversaries and/or some kinds of authentication can be found for
example in [118]. It is also possible to link some privacy properties with the
cryptographic setting, it is proved in [14] that in private key cryptography it
is not possible to achieve both DoS resistance and forward secrecy whereas
in [118] it is proved that for two-round protocols Narrow-Strong privacy requires
public-key encryption algorithm.

5 RFID Protocols

In this section we will classify the RFID protocols according to the underlying
cryptographic primitives. Some of these primitives are adapted to the environ-
ment of RFIDs, and some are used as-is, without much improvement, though
usually with carefully selected parameters.

5.1 Hash based protocols

Hash based protocols represent a large fraction of RFID protocols, due to the
useful one-wayness property of hash functions. Hash based protocols are designed
to achieve privacy. We can point out a few, important historically in the design
of RFID protocols based on hash functions and then we will describe fully one
of these protocols, OSK.

∙ [110] was the first to present an authentication protocol for RFID which
preserves anonymity.

∙ [119] used a random value to achieve unlinkability and replay attacks
resistance.

∙ [99] used an update for the internal state using another hash function to
achieve forward-secrecy.

∙ [8] used a random value to achieve resistance against replay attacks.

∙ [21] showed how to achieve resynchronization (and thus resistance against
DoS attacks) via mutual authentication.

There were numerous different attempts, using counters, timestamps, . . .,
but there seem to be inherent weaknesses in the use of timestamps.

Much work has also be done on trying to improve the efficiency of protocols,
we can mention [9, 122] among others.

We show on Figure 7 a survey on hash based RFID protocols and their links
using the notation given in Table 6.
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Figure 7: A schematic family tree of hash-based protocols.

5.1.1 A detailed example: OSK

We describe here the OSK protocol by Ohkubo et al. [99]. OSK is a privacy
preserving identification scheme that uses two hash functions G and H. Each
tag has a state s that is updated after each identification as si+1 = H(si). The
original state s0 of the tag is known to both the reader and the tag, thus evolving
this state is easy for both entities. Identification is done by simply sending
ai = G(si) and updating the state as previously shown. It is important to note
that the two hash functions G and H do not need to be completely distinct: it
is possible to derive them from a single hash function, for instance by simply
padding out the input by 0-s for G and by 1-s for H. Eavesdroppers cannot
reverse the hash function G to the state si, and therefore cannot predict si+1.
Furthermore, even if an attacker can break into a tag and discover si, earlier tag
identifications cannot be linked to this value as the function H is one-way. Thus
the protocol achieves forward secrecy. A drawback of the OSK scheme is that
any active attacker with sufficient time can simply repeatedly identify the tag n,
times thereby evolving the tag to such a state that it becomes exceedingly hard
for the reader to find the state si+n for each and every tag. Therefore, the tag
becomes unable to perform identification, this is a generic DoS attack which can
be used as a privacy threat in an adversary model given in [69] where the active
adversary can access the output of the protocol by the reader as follows:

∙ The adversary selects two tags Ti and Tj .

∙ It challenges Ti n times.
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Protocol Reference Protocol Reference
HashLock02 [110] OHLCAP05 [24]
RandHL03 [119] Yatrap06 [114]
OSK03 [99] ZPW06 [126]
HashID04 [61] Dimitriou06 [29]
CRAP05 [107] LAC06 [75]
LCAP05 [76] YATRAP+06 [20]

RandOSK05 [8] LK06 [81]
HashChain05 [122] YATRAP*07 [115]
Dimitriou05 [28] C208 [21]
ASRAC05 [78] CW09 [23]

Table 6: Reference of protocols

∙ Then given one of the two tags Tb at random, the adversary submits it
to a protocol with the legitimate reader, if the reader accepts the tag the
adversary concludes that Tb = Tj and if the reader rejects the tag the
adversary concludes that Tb = Tj .

5.2 Protocols based on hard problems

In both secret and public key cryptography hard problems are a natural way to
build zero-knowledge challenge-response protocols authentication protocols.
The idea of using public key cryptography in RFID tags was as old as [67]

and many different schemes have been used as a basis of protocols. The Okamoto
protocol [100] was derived in several protocols [11]. The Schnorr protocol [111]
was also derived in several protocols [116, 77, 19]. The WIPR protocol [101, 102]
based on the randomized variant of the Rabin cryptosystem, and its variants [121].
In [51] a technique named Universal Re-encryption was used to permit re-
randomization of ciphertexts without knowledge of the corresponding private
key and a RFID protocol based on ElGamal using this technique was proposed.
Variants of this protocol were proposed in [109] to avoid some attacks point in
[51]. We will give a detailed example of one of these protocols : the cryptoGPS
protocol.
They are fewer secret key protocols based on hard problems; in [71] a protocol

based on the difficulty of recovering the multiplicand or multiplier from the
product of matrix multiplication is given and in [4], the authentication protocol
is proven secure by reduction to the MQ-problem. Here, however, we will give
a detailed example of the HB-family of protocols that are based on the LPN
problem.

5.2.1 A detailed example in public key: cryptoGPS

The cryptoGPS public-key scheme is due to Girault, Poupard, and Stern [43, 47]
and it has long been proposed for RFID tag authentication. One particular
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�

Public V = −sP Public V = −sP
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For 0 ≤ i ≤ t− 1
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Set xi = hash(riP )
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protocol using on-tag prng

At time i fetch xi
xi−−−−−−−−−→
c

←−−−−−−−− Pick c ∈R {0, 1}
�

Generate ri = prngk(i)

y = ri + (s× c)
y

−−−−−−−−→ hash(yP + cV )
?
= xi

Figure 8: The elliptic curve variant of cryptoGPS. The parameters �, �, and
� denote three particular bit lengths offering a range of security/performance
trade-offs.

optimisation is the use of coupons which permit the RFID tags to avoid doing any
number theoretic operation apart form the most basic [44]. Essentially, coupons
are pre-computed data that are used once and excessive computation has been
reduced at the cost of space on the tag. While the coupons are gradually used up,
it is notable that this fits the established model for many RFID tag applications
where tags are used several times, perhaps at different hops in the supply chain,
and they thrown away. However, for those that want to use the RFID tags for
longer, there are external means to replenish the stock of the coupons.
There are several variants of cryptoGPS, but it is typically to restrict attention

to the elliptic-curve based variant, as this is the one promising to be implemented
in RFIDs. This is described in Figure 8, where ℎ denotes the length of the
cryptographic hash function hash(), and t denotes the number of coupons stored
on the tag. The suggested parameter sizes are ∣s∣ = � = 160 to provide 80-bit
security and bit-length parameters � and � vary between � ∈ {128, 160} and
� ∈ {8, 20, 32} depending on what authentication security (2−8, 2−20, . . .) is
needed from the protocol. The parameter � is set to � = � + � + 80.
The performance of cryptoGPS has been examined in a series of papers [85,

86, 45] There are several optimizations to the basic scheme [48, 46] and the
implementation cost of the final cryptoGPS can be as little as 317 GE. However,
a PRF is required and this increases the footprint by about 1000 GEs to give a
total of about 1500 GEs. This is well within the notional barrier for cryptographic
functionality, and the coupons can be stored in additional memory.
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Tag (secret x,y) Reader (secret x,y)
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−−−−→ Check a ⋅ xt ⊕ b ⋅ yt = z

Figure 9: One round of the HB+ protocol.

5.2.2 An detailed example in secret key: the HB family

Introduced in [64], the HB protocol aims at authenticating RFID tags to a reader
using lightweight operations (matrix multiplication and xor) while reducing its
security to a well-known NP-hard problem: the learning parity with noise (LPN)
problem [13]. But it was shown in [70] that HB is insecure against adversaries
able to interact with tags. So in [70] HB+ which resists to impersonalization
attack was proposed. Although these two protocols were initially studied in a
scenario of a sequential executions, [72] extended both security proofs to a more
general concurrent and parallel setting. In [42] it was shown that the security
of HB+ is compromised if the adversary is given the ability to modify messages
going from the reader to the tag (later known as the GRS security model). Many
variants of HB were proposed as in [18, 91, 30] but all of them were proven
to be insecure in the GRS model in [39]. Finally in [40, 41] a new variant
Random-HB# and the optimization HB# were proven to be secure in the GRS
model. But it was proven to be insecure if the attacker can modify the messages
in both direction (called the MIM model) in [103]. Some current variants like
[55] also failed to be secure in the MIM model while on the other side [17] is
proved secure in the MIM model but uses a hash function which is sufficient to
allow authentication.
We give a detailed description of HB+ where each tag has a secret (x, y) of

two k-bit numbers, the protocol is composed with r following rounds : the tag
generates a random k-bit value a and send it to the reader. Then the reader
sends back a random k-bit value b. The tag selects a bit � with a probability �
to be equal to 1 and sends to the reader the bit a.x⊕ b.y ⊕ �. At the end of the
r rounds, the reader decides if the tag is legitimate or not.
We compare the security of both schemes, as the security of HB# is re-

lated to kX , kY ,m, � and t, kX needs to be N bits to achieve N -bit security
where kY is linked to the difficulty of the LPN problem. Some sets of parame-
ters with different noise levels � were proposed : (80, 512, 1164, 0.25, 405) and
(80, 512, 441, 0.125, 113) offer 80-bit security, false acceptance and rejection rates
less than 2−80 and 2−40 respectively and communication requirements around
1500 bits. Similar parameters give error rates of 2−1 and 2−20 and transmission
costs up to 48000 bits for HB+. The inconvenient of HB# which is his storage
cost of (kX + kY + 2m− 2) bits comparing to HB+ one of 2k bits.
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Parameters: (kX , kY ,m, �, u)
Tag (secret X,Y ) Reader (secret X,Y )

� ∈R {{0, 1}
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Choose b ∈R {0, 1}
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←−−−−− Choose a ∈R {0, 1}

kX

Let z = a ⋅X ⊕ b ⋅ Y ⊕ �
z
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Hwt(a ⋅X ⊕ b ⋅ Y ⊕ z)
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Figure 10: The random-HB# authentication protocol where the secrets X
and Y are binary random matrices and the protocol has a single round. The
verification step requires the comparison of two vectors and yields a pass/fail

verdict. For HB#, the random matrices are replaced by Toeplitz matrices [40].

5.3 Other crypto protocols

Some protocols use different primitives, for example S-protocol uses a pseudo-
random number generator [74] while in [79] a protocol based on integer mul-
tiplication is presented and [26] uses Hamming distance as the basis of the
protocol. Another family of protocols are tree-based protocols like [89, 96, 88]
which authenticate a tag in log n operations using a tree structure. There is also
an example of a protocol using universal hash functions [14].

6 Future Directions

The goal of this report has been to consider the current state of cryptography
and RFID tags. However it is interesting to consider how then situation might
change in the coming years.
First, when considering the future performance of digital technology it is

typical to call upon the famous Moore’s Law [90]. Indeed, in the realm of
lightweight cryptography, some commentators have suggested that simply by
waiting for Moore’s Law to take hold, we will soon have all the computing power
we might want on an RFID tag. On a large enough time-frame, this is probably
true. However over the coming years it is not so clear-cut.
Moore’s law is typically interpreted as suggesting that the density of tran-

sistors in an integrated circuit per unit cost doubles every two years, and not
every 18 months as it is often claimed. Remarkably, this observation still holds
and RFID tags will also take advantage of this progress. However, they will
do so with a significant time-lag since RFID tags are only now using 0.13 �m
process while the broader microprocessors industry is beginning to put 0.045
�m technology into production.
Thus the 0.09, 0.065, and the 0.045 �m technologies are not yet used to
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develop tag chips and there are several reasons for this delay of three or four
generations. First, new manufacturing processes are primarily used for pure
digital components. Adding different kinds of memories and analog and radio-
frequency electronics introduces an automatic delay of around three nodes. This
is particularly the case since RFID tags are circuits that have a poor added-
value when compared to microprocessors. There is no point dedicating the
latest fabrication technology to a product that has such small profit margins.
Thus RFID tags will only be developed in factories that are already profitable,
or ones that have been left behind by market demands for newer and faster
technologies. Indeed, another important law in the semiconductor industry,
Rock’s law, suggests that the cost of semiconductor chip fabrication plant
doubles every four years. Economic arguments demand that a plant be made
profitable as soon as possible and this is best done by producing circuits with
high added-value. Once, those circuits can be improved with a new node, then
capacity in the older factories is freed to produced circuits for RFID tags.
Two important issues arise when we consider this drive to miniaturisation.

First, while the digital component can be made smaller as technology advances,
at least half current chips consist of analog components. There is no foreseeable
comparable improvement to this part of the RFID tag and the tag will always
need to support the relatively high current and voltage requirements of big
transistors that cannot be expected to change much in size.
So is there an interest in taking a better process node for the digital compo-

nent? The answer is not obvious since new processes have a major drawback; the
static power consumption through thinner gates is not necessarily a negligible
source of power dissipation, even in running modes. While reducing the supply
voltage would lead to a reduction of dynamic power consumption, it also results
in a decrease of performance or speed. To compensate for this, the threshold
voltage needs to be reduced too. However, lowering the threshold voltage ex-
ponentially increases the static power consumption. At a certain point, the
increase in the static power consumption can become larger than any gain in
dynamic power consumption and the total power consumption could, conceivably,
become larger. To illustrate, the total energy consumed by a NAND2 gate has
been calculated using data on the most recent node processes and available at
LETI . The results are illustrated in Table 7 where we see that the static power
consumption really increases with the miniaturization of the transistor. Ineed,
at the slower clocking frequency the contribution from static power consumption
outweighs the advantage of a more advanced process. However this is not the case
at high clocking frequencies, and so what the implications are in practice is still
not clear. However it is possible that moving to smaller fabrication technologies
might not automatically give us the substantial performance gains we might
expect.
Indeed, with smaller digital commponents other limitations begin to appear.

For instance, just handling and manufacturing tags that are build using advanced
fabrication techologies could be difficult; using flip-chip technology the size of the
two pads that are required to interface with the digital component are relatively
significant. Indeed, there are some drastic problems in cutting, manipulating
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Process NAND2 Ege Static Total Energy / cycle (fWs)
�m (�m2) (fWs) power (pW) 100 KHz 1 MHz
0.065 2.08 0.6 10 0.70 0.61
0.045 1.04 0.3 55 0.85 0.36

Table 7: Total energy consumption for a NAND2 cell from two advanced process
nodes at two different clocking frequencies.

and integrating very small silicon surfaces and many of these do not appear to
be currently solved.
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7 Conclusion

This report provides a detailed overview of the state of RFID tag technology
and the state of lightweight cryptography. Despite what has become an urgent
research agenda, it is clear that there still remains a mismatch between the
resources available on current RFID tags and the set of algorithms and protocols
that would soon exhaust these resources.
However, for the future we feel confident in predicting that as more advanced

technologies come on stream, and as a greater understanding of the security
demands of different applications becomes clearer, then this mismatch is likely to
disappear. Already there are many cryptographic primitives that achieve most
of the goals we seek, and it would take very little in terms of technical advance
for their deployment to become a practical reality.
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